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Abstract. Given a deal of cards over three agents, we investigate ways
for two agents to communicate secrets by public announcements. The
problem to keep all of your cards a secret (i) can be distinguished from the
problem to keep some of your cards a secret (ii). For (i): we characterize
a novel class of protocols consisting of two announcements, for the case
where two agents both hold n cards and the third agent a single card; the
communicating agents announce the sum of their cards modulo 2n + 1.
For (ii): we show that the problem to keep at least one of your cards
a secret is equivalent to the problem to keep your local state (hand of
cards) a secret; we provide a large class of card deals for which exchange
of secrets is possible; and we give an example for which there is no
protocol of less than three announcements.

1 Introduction

Alice and Bob, draw a and b cards from a deck of a + b + ¢ cards, and Eve, the
eavesdropper, receives the remaining ¢ cards. Alice and Bob wish to communicate
their cards to each other by way of public announcements, without informing
Eve of any of their cards. The investigation of the generalized problem with card
deal size parameters (a, b, ¢) was inspired by its (3,3, 1) instance that was coined
in [12] the Russian Cards Problem, and that originates with Kirkman [9]. A
standard solution for (3,3,1) is as follows. Suppose Alice holds 0, 1, and 2, Bob
holds 3, 4, and 5, and Eve holds 6. Alice announces that her hand of cards is one
of 012,034,056, 135, 146, 236, 245, i.e., one of the seven hands {0, 1, 2}, etc., after
which Bob announces that Eve holds 6. Another solution is that Alice announces
that she holds one of the five hands 012,034, 056,135,246, again followed by
Bob announcing that Eve holds 6. We can view such solutions as the execution
sequences of an underlying protocol. Some general patterns and special cases of
card deal sizes (a, b, ¢) for which two-announcement solutions exist are found in
[2], but a complete characterization is not known.

We can relax the constraints for secrecy in the Russian Cards Problem some-
what. Suppose that the eavesdropper may learn single card ownership for Alice
and Bob, but just not their entire holding, i.e., the eavesdropper may not learn



the card deal. In that case, simpler protocols suffice. In terms of interpreted
systems, Alice and Bob attempt to communicate their local state to each other,
without Eve learning their local states. Note that, if Eve were to learn the local
state of Alice or the local state of Bill, she would learn the entire deal of cards.

A simple way for Alice to communicate her local state to Bob, in the (3,3,1)
case, is to announce that she holds one of 012, 034, and 056. In other words,
she gives away that she holds card 0, but this does not disclose her whole hand.
After that announcement, Bob as before responds that Eve holds 6. We may
call Alice’s announcement state safe, as opposed to card safe, above. There is
a relation to bit exchange problem: is it possible for Alice and Bob to share a
secret bit (i.e., the value of a proposition) by public communication. The seminal
publication for the latter is [7].

Motivation We are motivated in our investigations by the ground separating
unconditionally secure (also known as information-based) from conditionally se-
cure protocols. The security of the latter are based on computational features:
the intractability of some computation, a one-way function between some cryp-
tographic primitives, etc. It is tempting to say that unconditionally secure pro-
tocols are abstractions of conditionally secure protocols. But this high and dry
ground seems very poor: abstracting away from keys and one-way functions
seems to remove the essence from reasoning about protocols, and it is therefore
unclear what results for the abstraction have to bear on practical security mat-
ters and protocol design. We do not bridge that gap. But anything we do, aims
to bridge that gap.

Our slightly less ulterior motive is to design fast unconditionally secure proto-
cols for information exchange in multi-agent systems. Within the more specific
bounds that we have set, such as card secure protocol or state secure proto-
cols, we aim to find minimum-length protocols, to find the maximum number
of bits that can be exchanged, and to analyze multi-agent versions of protocols
(‘multi-party’ in security jargon; with ‘multi’ as ‘more than two’) where the in-
tention to securely exchange information about the ignorance and knowledge of
other agents (also known as higher-order preconditions in protocol execution)
inevitably draws in dynamic epistemic methodology. An additional challenge in
that setting is the reconciliation of what may be called more embedded methods
with the more abstract logical and combinatorial approaches. Somewhere on the
far horizon remains a link with conditional security.

Results This work contains the following contributions. For the card exchange
problem for card deal size (n,n,1) we characterize a novel class of protocols
consisting of two announcements. In that case, we treat the set of cards not
as a set of (interchangable) labels as in design theory [11], but as set of con-
secutive numbers 0, 1, ..., 2n and employ number theoretical methods and brute
force (Haskell). The protocol is simple: both A and B announce the sum of their
cards modulo 2n 4+ 1. The method has promising generalizations. Further, we
show that state safe is equivalent to bit safe, and provide a large class of card
deal sizes (a,b,c) for which bit exchange is possible (this should be seen as a



special case of results in [6]). These protocols typically consist of various an-
nouncements, without a claim that these are minimal. We also give an example
of a bit exchange protocol consisting of three announcements where no solution
of two announcements exists.?

2 Card deal terminology and known results

The three agents Alice, Bob, and Eve are abbreviated as A, B, C. Given a set/deck
D of d = a+ b+ ¢ cards, their hands of cards A, B,C consist of a,b,c cards.
The card deal (A, B,C) is the triple of the three hands of cards, and we call
this a card deal of size (a,b,c). The cards in the deck may be called anything
whatsoever, but it is customary to name them 0,1,...,d — 1.

Given that cards are numbers, and that our examples use small numbers, we
allow ourselves some abus de langage. Consider size (3,3,1). For hand of cards
{0,1,2} we write 012 (and the cards in a hand always in this ascending order),
and for deal ({0, 1,2},{3,4,5},{6}) we write 012.345.6.

We can distinguish the information requirement—what A and B are supposed
to learn from each other—from the safety requirement—what C is not supposed
to learn from the communications taking place between A and B. The informa-
tion requirement is for A and B to learn all of their cards (and therefore the
entire deal of cards). We call an information state satisfying that requirement
state informative. The card safe requirement is for C to remain ignorant of the
ownership of all of A’s and B’s cards; whereas in state safe, the requirement is
for C to remain ignorant of the ownership of at least one of those cards (and
therefore ignorant about the hand of cards of the other agents, their local state).

Protocols to solve these problems consist of a finite number of alternating
truthful public announcements by A and B, all of which are informative (trivial
announcements are not allowed), and where each announcement consists of a
number of alternatives for the hand of cards of the announcing agent. These are
not truly restrictive conditions: for a finite number of cards, there are only a
finite number of possible card deals, and each informative announcement results
in a reduction of these alternatives.

An information state is represented by a Kripke model for what agents know,
‘informative announcement’ can be defined as one resulting in a proper model
restriction, any complex logical statement that is announced is equivalent to an
announcement of a number of alternatives for the actual hand of cards, and all
states in (a bisimulation contraction of) that Kripke model are about different
card deals [12]. (Results we do not explain in technical detail here.) The various
safety and information requirements are formulas that can be checked in such
a model. In this work we only consider protocols of length two where first A
and then B makes an announcement, and protocols of length three where the
announcements are made by A, then B, and then A again.

3 This is interesting, because at the time of submission no such protocol was known for
the card exchange problem, although we have now found one for parameters (4, 4, 2),
and no other such example is known for the state exchange problem.



All the following should hold for any deal of cards for which a given sequence
of announcements can be made truthfully. An announcement is card safe / state
safe if it preserves ignorance of C of all cards / some card (the safety require-
ment). We will normally call them safe, and let the context determine if card safe
or state safe is intended. A sequence of announcements is a protocol.* A protocol
is safe if it consists of safe announcements. A protocol is state informative if A
and B know the card deal after termination, i.e., if the information state reached
is state informative. (This implies that the last announcement in the protocol
informs the agent addressed by that announcement of the hand of cards of the
announcing agent, and that the second-to-last announcement informs the other
agent.) A protocol is good if it is safe and state informative.

In [2] some sizes (a,b,c) are listed for which good protocols consisting of
two announcements exist, e.g., (a,b,c) such that a +b+c = p? + p + 1 for any
prime p < a — 1, and (3,b,1) if b > 3, and (a,2,1) if a = 0,4 mod 6. In a
two-announcement protocol the second announcement is always equivalent to
B announcing the cards of C. There may be protocols for (a,b,c) but not for
(b,a,c), e.g., there is a protocol for (4,2,1) but not for (2,4,1).

2.1 Subgroup common knowledge or public knowledge?

The role of common knowledge in protocols is of logical interest. The solution
requirements discussed in [12] and [2] are formulated for an actual deal of cards,
and not, as above, for any deal of cards for which the announcements can be
truthfully made. Given that, they are required to be commonly known. (The
contribution of [12] is to show what can go wrong if that does not hold, by an
analysis in public announcement logic.) However, there is a subtlety: it must
be common knowledge among all three agents, i.e. public knowledge, that the
safety requirement is satisfied, and it must be common knowledge among A and B
(also known as subgroup common knowledge) that the information requirement
is satisfied. An open question remained if the information requirement should
also be publicly known. If not, Eve is uncertain whether Alice and Bob have
terminated the protocol. In all known cases of this kind, announcing that the
protocol is finished then results in Eve learning some of Alice’s or Bob’s cards. We
investigated the matter thoroughly but not exhaustively, and were also greatly
helped by the program DEMO [13] for model checking dynamic epistemics. An
open question remains:

Are there protocols after which it is common knowledge to A and B that
they know each other’s cards (and thus the card deal), and where this
is not public knowledge, and where the announcement is safe that the
protocol is terminated (after which it is public knowledge that A and B
know the card deal)?

4 Strictly, it is only an execution sequence of an underlying protocol; see the section
‘Further Research’ and the example on page 13.



Open questions are nice, but they should be relevant. The literature on security
protocols suggests that this is not an interesting question:

A time-honoured principle by Kerckhoffs [8] states that the safety of a pro-
tocol should not depend on whether the protocol is public or not, with the
exception of the ‘private’ keys of the agents performing in the protocol. For card
deal protocols the role of the private keys is played by actual hand of cards of A
and B. Protocols ending in common knowledge between A and B that the secret
has been exchanged, but where this is not publicly known, are therefore ruled
out.

If we do not reason from the perspective of an actual deal of cards, but from
the perspective of all cards deals consistent with the announcements made so
far, the discussion on subgroup or public common knowledge evaporates: the
information and security requirements should then be model validities, from
which it follows that they are publicly known. From now on, we assume that the
requirements should be met for any card deal consistent with the announcements.

3 Card safe protocols for size (n,n,1)

The five hand solution for the (3,3,1) case is also known under the form of
the ‘sum modulo number of cards’ [10]. For example, when Alice holds 012, she
announces that the sum of her cards modulo 7 is 3. There are five hands of
cards having that sum: 012, 046, 136, 145, 235. Not all hands in the five hand
announcement 012, 034, 056, 135, 246 in the introductory section have the same
sum, but subject to the permutation of cards s(0) = 1,s(1) = 0,5(2) = 2,5(3) =
4,5(4) = 5,5(5) = 6,s(6) = 3 it can be transformed in the modulo 7 solution.
And instead of responding by announcing Eve’s card, Bob could equivalently
have announced the sum of his cards modulo 7.

In [2] an 18 hand solution for (4,4,1) and a 66 hand solution for (5,5,1) are
given, but no general method was known for (n,n,1). In this section we will
present conditions for (a,b, ¢) for which the announcement by Alice and Bob of
the sum of their cards is card safe and state informative. For (n,n, 1) the answer
will be: always, if n > 3.

It should be noted that the sum announcement is not always safe. For exam-
ple, take card deal size (4,2,1). Assume that A holds 0123. It is not (card) safe
for A to announce that the sum of her cards is 6. The quadruples summing to 6
are: 0123 0346 0256 1246 1345. If C holds 4, then she learns that A holds 0.

Let > A denote the sum of A’s cards modulo d, and similarly for other agents,
and for the deck D =0,1,....,d — 1. For our purposes we can equate D with the
ring Zg of d elements, and + to the sum operation defined on that ring. The
announcement by an agent of the sum modulo the total number of cards is called
the sum announcement, and the protocol consisting of A and then B announcing
their sum is called the sum announcement protocol.

First let us note that if ¢ = 1, the sum announcement informs the other agent
of your cards.



Proposition 1. If c =1 and A announces the sum of her cards, then B knows
A’s cards.

Proof. Let x denote C’s only card. Then B can easily compute

This sum is actually 0 when d is odd, but this is unimportant. We then have the

equation
S A+) Bra=) 7.

Clearly, after A’s announcement, B knows all the terms in this equation, and
thus can easily solve it for x. Agent A must then have the remaining cards.

The same argument applies if B announces the sum of his cards, so that:

Corollary 1. For (a,b,1), the protocol where first A announces the sum of her
cards and then B announces the sum of his cards is state informative.

A direct result from the proof of Proposition 1 is that

Corollary 2. A good sum announcement protocol for (a,b,c) is also good for
(b,a,c).

As we have seen in Section 2, this is not necessarily the case for other than sum
announcement protocols. Now, let us characterize (card) safety. Consider the
‘pair swap’ property:

Pair swap (for A)
For every xg € Z4 and every deal (A, B,C) such that zg € A, there
exist 1 € A and yg,y1 € B with zg # x1, Yo # y1, and xg + 1 = Yo + y1-

(1)

Proposition 2. Suppose that the triple (a, b, c) satisfies pair swap for A. Then,
C does not know any of A’s cards after >, A is announced.

Proof. Let x¢g € Z4. Suppose that pair swap for A holds and consider any as-
signment (A, B, C') with 2o € A. We will produce a new assignment (A, B, C")
such that C cannot distinguish between (A, B, C') and (A’, B’,C"), even after the
announcement of > A, and zg ¢ A’. This means that C cannot know that A has
xg, and since zq is arbitrary, C cannot know any of A’s cards.

Pick z1,yo and y; satisfying pair swap for A and set

A" = (A\{zo,21}) U{yo, y1}

B' = (B\ {yo,y1}) U{zo, 71}

C'=C.
Then, C cannot distinguish between (A4, B, C) and (A’, B’, C") because her cards
are unchanged, and

YA =3 A~ (o +x1)+ (Yo + 1)
-3 A



(because xg + 1 = yo + y1). Thus A would have made the same announcement
in both cases, and C cannot distinguish the two deals, hence cannot know that
A has xg.

Here we must note that it does not matter whether A announces > A or B
announces »_ B as far as C is concerned, since she can compute one using the
other. Hence for C to remain truly ignorant, we would want not only pair swap

to hold for A but also the analogous property we obtain when switching A and
B:

Pair swap (for B)

For every xg € Zg and every deal (A, B, C) such that xg € B, there

exist 1 € B and yg,y1 € A with xg # x1, yo # y1, and xg + 1 = yo + y1-

(2)

It is clear that an announcement is (card) safe if (1) and (2) hold.> We
will now investigate when they hold. For this we need a combinatorial theorem,
conjectured by Erdés and Heilbronn in [4] and proven by Dias da Silva and
Hamidoune in [3]:

Proposition 3 ([3]). Let d be a prime. For a set A C Zq, denote S™(A) as the
set of all sums x1 + ... + x,, of n distinct elements of A. Then,

|S™(A)| > min {d,n|A| —n*+1}.

In particular for a prime d, any set A defines at least 2|A4| — 22 +1 = 2|A| -3
sums of pairs, if not all of Z4. This gives us the following:

Proposition 4. If d is prime and both

20 =3+ (b—-1)>d+1
(a—1)4+20—3>d+1,

then announcing Y A (or > B) is card safe.

Proof. We must prove that (1) holds, as well as (2). The situation is symmetric
and we shall only prove the former.
Given a card deal (A, B,C), pick 29 € A. Then,

[z + (A\ {zo})| =a—1

since zg + 1 = g + x2 would imply that 1 = x5 and hence we get one distinct
value for each sum zo+x1. On the other hand, by Proposition 3, |S?(B)| > 2b—3.
Since by assumption

(a—1)+2b—3>d+1,

we see that
2o + (A\ {zo})| + [S*(B)| > d + 1.

® The two conditions also imply CA2 and CA3, respectively, in [2].



Now, there are at most d different sums modulo d. Therefore, by the pigeonhole
principle, two pairs must have the same sum, and we can find

z € (xo+ (A\ {zo}) N 52(3)
satisfying (1).

In the case of (n,n,1) we do not need d = 2n + 1 to be prime, due to the
following proposition.

Proposition 5. If |A| =n >9 and A C Zay, 11, then |S?(A)| > n + 3.
The proof of Proposition 5 is found in the appendix. This gives us the following
Corollary 3. For anyn > 9, announcing Y, A is card safe in the (n,n,1) case.

Proof. For n > 9, we note that given a deal (A, B,C) and 2y € A we have
n — 1 different sums of the form x¢ + 1 with g # x; and z; € A. Further, by
Proposition 5, |S?(B)| > n + 3, and since

n—1+|5%*B)| > 2n+1,

there must be an element of Zy,, 11 which can be written both in the form zg+z
with 1 € A and yo + y1 with yo,y1 € B. These elements then satisfy pair swap
for A. Once again, pair swap for B follows by symmetry.

We also have that

Lemma 1. For any 3 < n < 8, announcing Y A is card safe in the (n,n,1)
case.

Proof. The case for 3 started this section. We have used a simple Haskell script
to check that the sum announcement is safe for 4 < n < 8. (And we also note
that, independently, the cases (5,5,1) and (6,6, 1) are treated in [2].) Indeed, we
have checked not only that the security result remains true for 4 < n < 8, but
also that the method of proof employed in Proposition 2 applies equally well.
Namely, for each 4 < n < 8, in every card deal of the (n,n, 1) distribution, each
of A’s cards can be interchanged in a pair with a pair from B’s cards with the
same sum (modulo 2n + 1). Pair swap for B follows by symmetry. The Haskell
script and some further explanations are found in the appendix.

From Corollary 1, Corollary 3 and Lemma 1 we now obtain that

Theorem 1. For n > 3, the sum announcement protocol is a good protocol for
size (n,m, 1).

Protocols for one announcement Alice and Bob can announce their sum at the
same time, and this is card safe and state informative. So we can shorten the
sum announcement protocol into a single announcement protocol. This is an
elementary observation, but still remarkable: for the protocols in [2] (and for all
other card protocols that we know off) Bob can only make a specific response
after Alice’s announcement.



Protocols for more than two announcements For (a,b,c) where ¢ > 1, the two
announcement protocol of both agents announcing the sum does not work. From
A’s announcement, B still learns the sum of C’s cards, but two cards that are held
by A instead of C may also have that sum. It is conceivable that B then makes
some other informative response (other than announcing his sum of cards!),
from which A learns his cards, and may then make yet another announcement
informing B of C’s cards. In other words, number theory may assist us to find
good protocols consisting of more than two announcements. For that, we also
need to be more general than just swapping pairs.

From swapping pairs to swapping n-tuples Interestingly, in the original Russian
cards problem for parameters (3,3, 1) the swapping pairs argument for showing
safety fails. Let us consider the card deal 013.245.6. There is no pair of cards from
013 with the same sum as a pair of cards from 245, for otherwise the remaining
cards in each hand would be equal since 0+ 143 = 2+4+ 5 modulo 7. Observe
that, however, safety can be easily shown by a swapping triples argument: it
suffices to interchange the whole players’ hands. Indeed, this is a general fact.
Given a card deal of the (3,3,1) case, if the sum of A’s cards is different from
the sum of B’s cards, the swapping pairs argument works. Otherwise, safety can
be shown by exchanging the whole hand of both players.

Employing Haskell, we have encountered several other examples (than (3, 3,1))
where card safety can be shown by a swapping n—tuples argument. Given param-
eters (a,b, ), for each deal (A4, B, C) of that size that may be a different n. This
is for instance also the case for deals of size (4,4,2), (4,4,3), (5,5,2), (5,5, 3),
(5,5,4), (6,6,2), (6,6,4), (6,6,5), (7,7,2), and (7,7,4). (As C holds more than
one card, none of these are state informative.) It can be even worse: for param-
eters (5,5,9) the sum announcement is still card safe (checked in Haskell), but
for a given deal (A, B, C) of that size, n may even vary for different cards « € A.
This suggests that other methods of proof for showing card safety should also
be investigated.

Finally, back to swapping pairs of cards, we conjecture a strengthening of
Proposition 5 that may help us find good protocols consisting of more than
two announcements: In Zo, 11, any set of size n defines at least 2n — 3 different
sums of pairs. From this conjecture follows that (straightforward proof omitted):
Given is card deal size (a,b,1). If a + b is even, b > a and a > 5, then after
the announcement of > A agent C does not know a single of A’s cards. For card
safety, we would also need that C does not know a single of B’s cards, but as a
may be different from b, this now requires a separate proof.

4 Communicating local states

The models encoding what agents know in a card deal can also be seen as an
interpreted system [5], namely where each processor/agent only knows his local
state (namely his hand of cards), and where there is public knowledge among all
agents of the set of possible global states of the system, where a global state is
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an n-tuple of local states (given n agents). That a local state consists of several
cards is somewhat less relevant from this perspective. The concern of the agents
communicating to each other may simply be to keep their local state a secret,
but they may not care about each and every of their cards. That is, the protocols
should be state safe, but not necessarily card safe.

In works like [7] the basic building block for secrecy is not a card, or a state,
but a bit. A bit may be any proposition that the communicating agents wish to
share while keeping it a secret from intruders. Given a card deal of size (a, b, ¢),
‘A and B share a secret’ means that there is a proposition p such that it is pub-
lic knowledge (i.e., common knowledge to A, B, and C) that A and B commonly
know the value of p but that C remains ignorant of the value of p. A protocol can
be called bit safe and bit informative (or ‘a good protocol for bit exchange’) if for
each initial state of information a sequence of A, B announcements results in an
information state with a shared secret.® We note that p typically is some factual
proposition p (such as ‘A holds card 0, ‘the deal of cards is 012.345.6’, ...), but
it can be any proposition, also an epistemic statement; but this is not the situa-
tion typically considered in information theory, nor in security protocol analysis.
From this perspective, state informative is bit informative for the proposition
describing the deal of cards; and we note that this is a different proposition in
every different state. There are also less obvious correspondences:

Proposition 6. State safe is bit safe.

Proof. Assume a state safe protocol. Let £ be a sequence of announcements
after which A and B know the card deal, but not C. Then C considers at least
two deals (A, B,C) and (A’, B’,C") possible. As C' = C’, A # A’. Let p be the
proposition ‘Agent A holds A’. Then A and B have common knowledge of p, but
C does not know if p. Therefore, the protocol is bit safe.

Now, assume a bit safe protocol, with £ the sequence of announcements
realizing the shared bit p such that C does not know the value of p. (The next part
of the proof refers to modal logical semantics not explained in detail, and results
from [12].) From the last follows, directly from the semantics of the epistemic
modal operator, that C considers at least two different possible states in the
Kripke model encoding what agents know about each other in card deals. As
different states are about different card deals (see Section 2), C considers at least
two deals (A, B,C) and (A’, B’,C") possible. As C = C’, A # A’. Therefore, the
protocol is state safe.

Similarly, one might wonder if bit informative is state informative. As said, state
informative is bit informative: the description of a state is a bit. But it is quite
possible to share a secret bit without disclosing all your cards. But, if it is possible
to share a secret bit, is there then also another protocol to safely disclose all of
your cards? We think the answer is yes, but we do not know the answer.

5 A logical analogue exists in group announcement logic [1] with common knowledge
where this corresponds to the property that there is a ¢, not necessarily a propos-
tional variable, such that (AB)((CagpV Cag—p) A= Kcp A—Kc—yp) is valid for initial
models of card deals.
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We continue by showing for a large class of (a, b, ¢) that they are bit safe.

4.1 Bit exchange protocols

Lemma 2 (type >). If a,b > ¢, A and B can share a secret after public com-
munication.

Proof. The proof is by induction on c.

c=0:
A and B already share a secret. Because C does not hold any cards, A knows
that B holds the cards A does not hold, and vice versa. The entire deal of cards
is common knowledge between A and B. E.g., let z be any card, then A and B
now share the secret of the value of ‘A holds z’.

c>0:
Suppose that a < b (or else, swap the roles of A and B). A chooses one of her
own cards, say x, and two of the remaining cards, say y,z. A announces: “I
hold exactly one of {z,y, z}.” (Given set notation, there is no order among the
three. Else, assume that A randomizes the order before the announcement.) B
has either two, one, or zero of these cards. We proceed by these cases.

— If B holds both y and z, B says: “I hold two of these cards.”

A and B now share the secret of (e.g.) the value of ‘A holds z’.

— If B holds one of y and z, say y, B says: “I hold one of these cards, namely y.
What is your card?” A responds by saying “My card is z.” It is now public
knowledge that C must have card z. Continue by repeating the procedure for
(a—1,b—1,c—1). Note this case is also (type >). By induction hypothesis,
A and B can share a secret as a result.

— If B holds neither y nor z, B says: “I hold none of those. Which one was
yours?”; after which A responds by saying “My card is x.” It is now public
knowledge that A must have card x. Note this is only possible if ¢ > 2.
Continue by repeating the procedure for (a — 1,b,¢ — 2). Note this case is
also (type >). By induction hypothesis, A and B can share a secret as a
result.

Lemma 3 (type =). Ifa>b=c>0o0rb>a=c¢>0, A and B can share a
secret after public communication.

Proof. Assume that a > b = ¢ > 0 (or else, swap the roles of A and B). (Note
that, if ¢ = b = 0, no secret can be exchanged, as it is then public knowledge
that A holds all cards.) Agent A chooses a card x from her own cards and a
card y from the remaining cards. Agent A now announces: “I hold exactly one
of {z,y}.” (Again, assume there is no order among the two, or else A should
randomize before the announcement.) If B holds y, B responds: “So do I.” A and
B now share a secret, e.g. that A holds z. Otherwise, B responds: “I hold neither
x nor y.” (It is now common knowledge to A and C that A holds z and that C
holds y.) There are now two cases. (It is not an induction.)
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c=1:
A continues by saying: “C holds y.” A and B now know the card deal.

c>1:
A continues by saying: “I hold z and C holds y.” Proceed with case (a—1,b,c—1)
of (type >). Ifa>b=c¢>0,thena—1,b >c—1>0.) In Lemma 2 we proved
that A and B can then share a secret after public communication.

‘We combine Lemmas 2 and 3 in

Theorem 2. Let a,b >c, ora>b=c¢>0, orb>a=c>0. Then A and B
can share a secret after public communication.

Theorem 2 follows from [6, Theorem 2.1] (also cited in [7]) of which the special
case for two agents sharing a secret is that a + b > ¢ 4+ 2. We note that this
involves cases where either a or b is smaller than ¢, unlike our conditions, so
their results are more general. Like ours, the bound in [6] employs a specific
construction. It is therefore unclear if that bound is sharp and if for all other
card deal size (a, b, ¢), no secret can be shared between A and B.

At least, also a negative result is found in [7]. The special case for three
agents of the matter treated in Section 6 of [7] shows that no bit exchange is
possible between two given agents for card deal size (1,1, 1).

For ‘can be shared’ we should of course read ‘can be guaranteed to be shared’.
For any (a,b,c) with a,b > 1, if B responds: “So do 1.” to A’s announcement
“T hold exactly one of {x,y},” then A,B share a secret bit. This observation
leads to (we think) a somewhat strange result—strange because it cannot be
used to design safe protocols between two given agents A, B, and because this
observation seems not to have been made in [7], a paper that is otherwise pretty
comprehensive on such matters. (We write ‘seems’ because their terminology is
different from ours and hides many implicit consequences, such as the cited [6,
Theorem 2.1].) Note that for any (a, b, ¢): a,b,c > 1 iff there is uncertainty about
the card deal.

Proposition 7. Given (a,b,c) where there is uncertainty about the card deal,
two agents can share a secret.

Proof. Take any agent 4. Let ¢ announce: “I hold exactly one of {z,y}. The
(single!) other agent j for which this also holds now responds: “So do I.” Now, i
and j share a secret bit. (Namely, the value of the proposition ‘i holds card z’.)

4.2 A protocol for (2,2,1) of length strictly larger than two

The bit exchange protocols above may consist of more than two announcements.
But it is not proved that no shorter protocol to exchange a secret exists in those
cases. For card safe protocols there are no known cases (a, b, c) for which only
protocols of three or more announcements exist. In this section we present a
state informative and state safe protocol of length 3.

Consider card deal size (2,2,1). Let the actual card deal be 01.23.4. Now
consider the sequence of announcements
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Alice says: “I have one of 01 12 23 34 40,” after which Bob says: “Eve
has card 4 or card 1,” after which Alice says: “Eve has card 4.”

We show that this sequence is state safe and state informative. Initially, there
are (g) . (g) = 30 possible card deals. After Alice’s announcement there are 15
remaining deals. In their informational setting they are:

01.23.4 01.24.3 01.34.2
12.03.4 12.04.3 12.34.0
23.01.4 23.04.1 23.14.0
34.01.2 34.02.1 34.12.0
04.12.3 04.13.2 04.23.1

The lines stand for A-equivalence classes and the columns for C-equivalence
classes. There is no visual equivalent for B-classes in this two-dimensional rep-
resentation. All A-classes and all C-classes consist of three card deals, whereas
some B-classes have size 2 and other B-classes have size 1. For example, if the
actual deal is 01.23.4, Bob has not learnt Alice’s cards, as he cannot distinguish
that deal from 04.23.1. After Bob’s announcement, the remaining deals are

01.23.4

12.03.4
34.02.1
04.23.1

It is essential that Bob’s announcement is not merely ‘Eve has card 1 or 4’ but
‘I know that Eve has card 1 or 4.” Therefore a deal like 23.01.4 is now eliminated
from consideration: although Eve has card 4 in that deal, Bob cannot distinguish
it from the other deal 34.01.2. Therefore, Bob considers it possible that ‘Eve has
card 1 or 4’ is false (namely when she holds 2), and therefore he does not know
that Eve has card 1 or 4.

Bob (of course) still doesn’t know Alice’s cards, Alice now knows the card
deal, and again Eve remains ignorant of Alice’s and Bob’s hands, although she
now has learnt that Alice hold card 1 and Bob holds card 3. After Alice’s final
announcement we retain

01.23.4
12.03.4

and we are done. For a change, let us give the protocol underlying this sequence
of three announcements:

Protocol

Alice: Let ij be my own cards. Let klm be the remaining cards. My
announcement is a random order of the hands ij jk kl lm mi. Bob: Let
ij be my own cards. If after Alice’s announcement I do not know the
card deal and (thus) consider it possible that Eve’s card is k or [, then I
announce that Eve’s card is k or [. If after Alice’s announcement I know



14

the card deal, and (thus) that Eve’s card is k, then I choose a card [
from Alice’s cards, and I announce (in random order) that Eve’s card is
k or l. Alice: I announce Eve’s card.

It should be noted that for other card deals Bob would already have learnt the
entire card deal from Alice’s first announcement, but that he should not disclose
that, because Eve would then learn the entire card deal, whatever her card was.
This is because the card deals remaining if Bob announces that in response to
Alice are

23.14.0 34.02.1 04.13.2 01.24.3 12.03.4

after which Eve always knows the card deal. So even when Bob knows the card
deal after Alice announcement, he ‘has to feign’ not knowing it, by continuing
to execute the protocol above.

We still have to show that there is no protocol of length two for parameters
(2,2,1). This is easy. First, observe that there is no way for Alice to inform
Bob of her cards in an announcement where all hands have empty intersection:
that would restrict the announcements to two hands only, e.g. 01 23. Therefore,
consider an announcement wherein two hands have a card in common. If Alice
were to have one of those hands (comprising three of the five cards), she considers
it possible that Bob holds the remaining two cards, and thus would not be able
to learn her hand of cards. Eve knows that too, and thus eliminates such hands
from her consideration. Then at most one hand will remain in the announcement,
so that Eve learns the card deal. For example, suppose Alice announces 01 23
04. Her hand cannot be 01 nor 04 for the reasons above. But then Eve concludes
she must hold 23! In any announcement consisting of more than three 2-hands,
all hands have non-empty intersection with at least one other hand.

Proposition 8. There are (a, b, c) for which good protocols satisfying state safety
always require more than two announcements.

Although an elementary result, it is a remarkable result: no other case is known
to us, and (despite a lot of effort) no such case is known to us for card safety.

5 Further research

We are still investigating generalizations of the sum announcement method, using
n-tuple swap instead of pair swap (such as the conjectured results in Section 3).
It is already clear that sum announcements are good protocols for far more
(a, b, ) than just (n,n,1), and that this also goes beyond the results in [2].

We mentioned some specific open questions. Are there protocols of length
three or more and that cannot be reduced to protocols of shorter length, so that
A and B inform each other of their cards and C does not learn any card? Are there
protocols wherein A and B inform each other of their cards, and where making
this termination public keeps their secret safe? Are there card deals where you
can share a bit but not your hand of cards?
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Of further logical interest is a language of protocols, and a logic to check
protocol properties. As known, in dynamic epistemic logics one can refer to
sequences of announcements, and thus to protocols as sets of sequences of an-
nouncements. This extensional view of protocols goes a long way, but a more
intensional modelling that sees a protocol as a function from agent’s local states
histories to announcements, would, we think, be progress. A promising logic
having such features is found in [14].
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Appendix: Proof of Proposition 5 on page 8

Let us denote the elements of Zsy, 11 by 0,1,...,2n. Throughout this proof we
shall sometimes numbers as elements of Za,, 11 or just as integers so that we can,
for example speak of an order. The context will always clarify which of the two
is meant.

We shall consider any subset A of {0,1,...,2n} of size n. We are interested
in the amount of different sums of pairs of two different numbers from A that we
can form. This amount is invariant under shifting the whole set A along some
distance. That is, [S?(w + A)| = |S?(A)|: we are interested in the number of
different sums and if x +y # w4+ v then x +y 4 2w # v+ v+ 2w, whence shifting
all points along a distance w does not affect the number of different sums of
pairs. Thus, we may always assume that 0 € A.

We call two points x,y € A consecutive when either x < y and for no z € A
we have x < z < y or when z is the largest point in A and y is the smallest
point in A. Let us look at the minimal distance between two consecutive points
in A and call this dist.

What can the value of dist be? Clearly it can be 1 but it cannot be larger
than 2. For, if we fix the first point, say, at 0, then there are 2n points left
to allocate the remaining n — 1 points. But 3(n — 1) > 2n for n > 3 thus the
remaining points cannot be all at distance 3 from each other. It is easy to see
that dist = 2 is possible. Thus our proof has two cases.

dist = 2

What about distance 27 The first point after 0 would be at 2 and the last point
at 2n + 1 — 3. Hence we see that necessarily we fill the remaining space with
one distance of 3 and the remaining distances of 2. Without loss of generality
we may assume that our first point is at 0 and the second point is at 3 and the
n —2 remaining points all are of the form 2m+ 3. It is now clear that the element
0 defines n — 1 sums, namely 3,5,... Moreover, it is clear that the element 3
together with each of the n — 2 elements of the form 3 + 2m defines a new sum.
Thus, we count (n — 1) + (n — 2) = 2n — 3 which is certainly at least n + 3 for
n > 6.

dist =1
This case is rather more involved and needs some case distinctions. We define a
gap to be a pair (z,y) of consecutive elements (mod 2n+1) such that y—x # 1.
For example, if n = 3 and we consider the set {2,3,5}, then (2, 3) are considered
consecutive and not a gap, while (5,2) are considered also consecutive (given
that we are looking at these as elements of the cyclic group Z7) but are a gap,
since 2 —5 =4 (mod 7).

An interval is a set of consecutive elements (without gaps), for example
{2,3,4} but not {2,4}. Let E C Zs,1+1. By SE we mean the set of sums of
pairs of elements in E. Clearly E \ {0} is always a subset of SE, since 0 is an
element of F; we will use this fact throughout the following. We consider five
cases, according to the number of gaps.
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If we have only one gap, that means we have an interval {0, 1, ...,n} and this
gives us 2n — 3 sums of pairs. Of course we cannot have zero gaps.

If we have two gaps, then E consists of two intervals, one of which has at
least five elements (we are using the assumption that n > 9). We can then
assume without loss of generality that {0,...,4} C E. Now, if we add the
differences between consecutive elements this must be 2n + 1; since we have
only two gaps of width (say) g1, g2 this becomes n — 2 4+ g1 + go. Here the
n — 2 comes from the pairs of consecutive elements which do not form gaps.
So we must have

mM—2)4+g1+g2=2n+1

which becomes

gl+92:n+37

and thus one of the two must be at least V’%‘ﬂ, which because n > 9 is at
least 6. Then, let (z1,y1) and (z2,y2) be the two gaps, with y3 — z1 > 6.
E\ {0} C SE gives us n — 1 elements. Further, 1 +i € SE with i =1,2,3
and 22 + 1 € SE, adding up to (n — 1) + 3+ 1 = n + 3 elements.

If we have three gaps, S consists of three intervals, and at least one has
three elements. Further, one gap has width at least 3, because if no gaps had
width 3 we would have that the sums of differences of consecutive elements
is (n —3) 4+ 6 = n + 3, which is smaller than 2n + 1 provided that n > 2. We
now consider two subcases:

(a) E contains an interval with four elements. Then, we can assume without
loss of generality that {0,1,2,3} C E. Now, if (x,y) is a gap of width
at least 3, x + 1,x + 2 € SE, while the other two gaps contribute at
least one element each, plus E \ {0} C SE giving us a total of at least
242+ (n—1) =n+ 3 elements.

(b) E contains no interval with four elements. Then, E contains more than
two intervals with three elements. This can be shown as follows. Let (z, y)
be a gap of width at least 3. There exist three consecutive elements
z,z+ 1,z + 2 such that z + 2 # z (since we have at least two such
intervals we can pick one or the other accordingly), and thus we can
assume without loss of generality that {0,1,2} C S and there is a gap
(z,y) of width > 3 such that x # 2. But then once again x+1,242 € SE,
and the same computation as above gives us the desired bound.

If we have four gaps, S consists of four intervals, and at least one of them
must have three elements. Thus we can assume {0,1,2} C E. As always
E\ {0} C SE, and if (z,y) is a gap, then 2 + 1 € E giving us an extra four
elements, for a total of (n —1) +4 =n+ 3.

If there are at least five gaps, then assume without loss of generality that
{0,1} C E. In that case, at least four of the gaps are of the form (z,y) with
x not equal to 1, and hence we have that  + 1 is an element of SFE, giving
us four new elements for a total of (n —1) +4 =n+ 3.
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import Data.List
-- (subsets n xs) outputs the list of all the subsets of xs of n elements.
subsets :: Int -> [Int] -> [[Int]]

subsets 0 _ = [[]]
subsets _ [1 = []
subsets (n+1) (x:xs) = [x:ys | ys <- subsets n xs] ++ subsets (n+1l) xs

—-- (subsetSum m n xs) outputs the list of all the sums (modulo m) of the subsets of xs of n elements.
subsetSum :: Int -> Int-> [Int] -> [Int]
subsetSum m n xs = nub [mod (sum ys) m | ys <- subsets n xs]
-- (deals a b c) generates all the deals in an (a,b,c) card distribution.
deals a b ¢ = [[xs,ys,zs] | xs <- subsets a [0..(a+b+c-1)],
ys <- subsets b ([0..(atb+c-1)] \\ xs),
zs <= [([0..(atb+c-1)] \\ xs) \\ ysl]
-- (check m n as bs) checks whether each card of as can be interchanged in an n-tuple with an
-- n-tuple of elements of bs with the same sum (modulo m).
check m n as bs = and [ or [elem (mod (x+y) m) ys | y <- subsetSum m (n-1) (as \\ [x])]| x <- as]
where ys = subsetSum m n bs
-- (secure a b ¢ n) checks whether for each deal of an (a,b,c) card distribution, [as,bs,cs],
—-- each card of as can be interchanged in an n-tuple with an n-tuple of elements of bs with
-- the same sum (modulo a+b+c).
secure a b ¢ n = and [check (at+b+c) n as bs | [as,bs,_] <- deals a b c]
-- (secure2 a b c) checks whether for each deal of an (a,b,c) card distribution, [as,bs,cs],
-- there exists some n <= min(a,b) such that each card of as can be interchanged in an n-tuple
-- with an n-tuple of elements of bs with the same sum (modulo a+b+c)"
secure2 a b ¢ = and [or [check (at+b+c) n as bs | n <- [2..min a b] ]| [as,bs,_] <- deals a b c]

Fig. 1. The Haskell script subsets.hs

Appendix: Haskell script used in Lemma 1 on page 8

Figure 1 shows the Haskell script subsets.hs. The implemented algorithm is
the natural brute force one. In the general setting of an (a, b, ¢) card distribution,
we firstly define a function

deals :: Int -> Int -> Int -> [[Int]]

so that deals a b c generates all the (a-s-s-s-c) . (b‘gc) possible card deals in an
(a, b, c) card distribution. Observe that for parameters (8,8, 1) this amounts to
generating 218790 card deals. Next, we define an auxiliary predicate

check :: Int -> Int -> [Int] -> [Int] -> Bool

so that check d k as bs checks whether each card of A’s hand as can be in-
terchanged in an k—tuple with a k—tuple of elements of B’s hand bs with the
same sum (modulo d). Finally, combining deals and check we define the main
generate and test predicate

secure :: Int -> Int -> Int -> Int -> Bool

so that secure a b ¢ k checks whether for each card deal of an (a,b,c) card
distribution each card of A’s hand can be interchanged in a k—tuple with a k-
tuple of elements of B’s hand with the same sum (modulo a + b+ ¢). (For card
safety we also have to check secure b a c k, namely that each card of B’s hand
can be interchanged in a k—tuple with a k—tuple of elements of A’s hand with
the same sum — but when a = b this holds by symmetry, as in the case (n,n,1)
below.)
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Therefore, the following Haskell evaluation gives us the proof that the an-
nouncement of the sum of A’s cards is also secure for 4 < n < 8 (as well as
the additional information that this fact can be established by a swapping pairs
argument):

Main> and [secure nn 1 2 | n <- [4..8]] True

In view of the remarks in Section 3 on generalizing pair swap to swap of
n-tuples, it is natural to add to our Haskell script a nonuniform version of the
predicate secure

secure?2 :: Int -> Int -> Int -> Bool

so that secure2 a b c checks whether for each card deal of an (a,b,c) card
distribution there is some k& < min(a,b) such that each card of A’s hand can be
interchanged in a k—tuple with a k—tuple of elements of B’s hand.



